VPN Issues

® Connected to VPN, but still cannot access certain resources
= Ensure "Encrypt all traffic" option is selected
® Ensure supplementary software installed

® Contact ReSources

Connected to VPN, but still cannot access certain resources

Ensure "Encrypt all traffic" option is selected

1. Check your IP (https://www.google.com/search?hl=en&g=what%27s%20my%?20ip), and verify that your IP under VPN is within 167.246.40.xx or
167.246.65.xx. addresses. If it's not, then

2. Check that your VPN settings has "Encrypt all traffic" checked
® Select Display Overview from the menu:

About Endpoint Security
Help

Connect

Connect To..

Display Overview

® In the new window, select Manage Setting

a Endpoin rity

M Overview @ Your computer is compliant with the organizational security policy.

. Remote Access VPN

© Update Now Connected to America Regicn

& Connected

Disconnect Connection Status

A3
m o — Duration:  00:00:44
Expiration: 07:69:14
Connection Details
Site name: America Region
Gateway |P Address: 167.246.40.40
Last Time Connected: 5 Jul 2023 12:562:19

Encrypticn Settings Advanced
Decrypted Packets: 4252 Manage Settings
Decrypted KB: 3236
Encrypted Packets: 4386
Encrypted KB: 661

Disconnect



https://www.google.com/search?hl=en&q=what%27s%20my%20ip

® Select properties for the region(s) you are connecting to

ﬂ Endpoint Security* Eﬁ.eﬁ,ﬁﬂ?ﬁrﬂl

Sites Advanced

% A site represents the organization you want to connect to.

Americas Region

AMEA INGGN Region Neow
Europe Region =
AMEA INBLR Region Properties
Canada Region
AMEA Region Delete
AMEA Australia Region

® Click on Settings, and check the "Encrypt all traffic" option:
[ NN ) Properties of Americas Region

Details  Settings

Always-Connect

Enable Always-Connect to allow the client to connect
automatically to your active site when possible.

Enable Always-Connect

VPN tunneling

When connected, all outbound traffic is encrypted and sent
to the Bgateway but only traffic directed at site resources is

pass

Encrypt all traffic and route to gateway

Authentication

Method: Username and Password

3. Disconnect from VPN, and then reconnect to VPN, and verify the IP again

Ensure supplementary software installed

Check the Lion Store and install/run the following tools:

® Set IPv6 for Wi-Fi to Link-Local
® Update Jamf IP Address



Contact ReSources

If the above doesn't work, or even with the 167.246.40.xx or 167.246.65.xx. addresses, you cannot reach the resource, contact the Dev/infra manager.



	VPN Issues

